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Beeaenune 8 ASP.NET Core Identity

ASP.NET Core Identity — 310 coBpeMeHHast cUCTeMa YIPABJICHHUS MOJIb30BATEIISIMU
U WX ayTeHTU(UKAIIHCH.

ASP.NET Core ldentity obecrieurnBacrt:

YHpaBJIGHI/Ie ITOJIB30BATCIISIMU M UX HpO(i)I/IJIHMI/I

XpaHeHue YUYETHBIX JIaHHBIX IMOJIb30BaTENIeH ¢ 0€30MaCHBIM XEIIMPOBAHUEM
napoJsen

PeaJ'IHBaI_[I/IIO BXOI[a/ BbBIXOJa MOJIb30BaTeNIeH

[Momnepkky BHeIIHUX MpoBaiiaepoB ayrentudukanuu (Google, Facebook,
Twitter, Microsoft u 1p.)

MHuorohakTopHy10 ayTeHTH(HUKAIIHIO
YrpasieHue posIMU B TIOJTUTHKAMHA JOCTYTIA

Cuctemy yrnpaieHus ipeTeH3usiMu (claims)

OCHOBHBIC KOMIIOHEHTHI

IdentityUser

IdentityUser— sTo 6a30BbIii Ki1acc, MPEACTABISIOIIAN MOJIb30BaTes B cucteme. OH
BKJIFOUAET TaKHE CBOMCTBA KaK:

UserName

Email
PasswordHash
PhoneNumber
TwoFactorEnabled

LockoutEnabled

BbI MOXXeTe pacmpuTh 3TOT Kitacc, 100aBUB B HErO0 COOCTBEHHBIE CBOWCTBA.

IdentityRole

IdentityRolenpencrasisier poyib B CUCTEME, YTO TIO3BOJISIET TPYHIUPOBATH
I0JIb30BATENICH 110 YPOBHIO JIOCTYIA WM (YHKIIUMOHAILHBIM OOSI3aHHOCTSIM.

UserManager u RoleManager


http://asp.net/
http://asp.net/
http://asp.net/

UserManageruRoleManager— sto kmaccel, npenoctasisiomue APl mis padoTer ¢
MIOJIB30BATEISIMHU M POJISIMU COOTBETCTBEHHO. OHU MHKATCYJIUPYIOT JIOTUKY JIJIS:

o Coznanusi, OOHOBIICHUS U yAAJICHUS NOJIB30BaTENEH/poieit
o Iloucka nosp3oBareneu
o IlIpoBepku maponeu
o HasHauenus posen moap30BaTesIM
o PaboThI ¢ peTeH3UsIMU ¥ TOKEHAMHU
[Tonxmrouenue Identity k mpoekTy
[IIar 1: YcraHoBKka makeToB
C#
dotnet add package Microsoft. AspNetCore.ldentity.EntityFrameworkCore
dotnet add package Microsoft.EntityFrameworkCore.SqlServer
[ar 2: Co3ganue KOHTEKCTA JaHHBIX
C#
public class ApplicationDbContext : IdentityDbContext<ldentityUser>

{

public ApplicationDbContext(DbContextOptions<ApplicationDbContext>
options)

: base(options)

}

[IIar 3: Hactpoiika B Startup.cs uiu Program.cs

C#

/Il Ins NET 6+
builder.Services.AddDbContext<ApplicationDbContext>(options =>

options.UseSqlServer(builder.Configuration.GetConnectionString(*"'DefaultConnec
tion")));



builder.Services.Addldentity<ldentityUser, IdentityRole>(options => {
I/l Hactpoiiku Identity
options.Password.RequireDigit = true;
options.Password.RequiredLength = §;
Il Ipyrue HaCTPOHKH. ..

by

AddEntityFrameworkStores<ApplicationDbContext>()

AddDefaultTokenProviders();

[ar 4: Jlo6asnenne middleware

C#

/Il s .NET 6+

app.UseAuthentication();

app.UseAuthorization();

bazoBble onepanun

Perucrpanus nosp3oBarens

C#

public async Task<lActionResult> Register(RegisterViewModel model)

{
if (ModelState.lsValid)

{

var user = new ldentityUser { UserName = model.Email, Email = model.Email

var result = await _userManager.CreateAsync(user, model.Password);

if (result.Succeeded)

{

await _signinManager.SignIinAsync(user, isPersistent: false);

return RedirectToAction("Index", "Home");



foreach (var error in result.Errors)

{
ModelState. AddModelError(string.Empty, error.Description);

return View(model);

}

Bxox moss30Bareis

C#
public async Task<IActionResult> Login(LoginViewModel model)

{
if (ModelState.lsValid)

{
var result = await _signinManager.PasswordSigninAsync(model.Email,

model.Password, model.RememberMe, lockoutOnFailure: false);

if (result.Succeeded)

{

return RedirectToAction("Index", "Home");

ModelState. AddModelError(string.Empty, "HeBepHblit ToruH uiu naposns.”);

return View(model);

}

Brixoa u3 cucteMsl



C#

public async Task<lActionResult> Logout()

{
await _signinManager.SignOutAsync();
return RedirectToAction("Index", "Home");

}

YmpasiieHue poasiMu
C#
Il Co3znmanue ponu

await _roleManager.CreateAsync(new ldentityRole("Admin™));

// HaznaueHue poiu Mojab30BaTEIIO
var user = await _userManager.FindByEmailAsync(*"user@example.com™);

await _userManager.AddToRoleAsync(user, "Admin");

// TIpoBepka MPUHAICKHOCTH MOJIL30BATENSA K POJIU

bool isInRole = await _userManager.IsInRoleAsync(user, "Admin");
3ammuTa KOHTPOJUIEPOB U JEHCTBUI

C#

// TpebyeT ayTeHTH(UKAIINIO

[Authorize]

public IActionResult SecurePage()

{

return View();

// TpebyeT onpeneaecHHY0 POJIb
[Authorize(Roles = "Admin")]
public IActionResult AdminPanel()



return View();

I/ TpeOyeT onpeacIeHHYIO TOTUTHKY
[Authorize(Policy = "RequireAdminRole")]
public IActionResult ManageUsers()

{

return View();

}

Hacrtpolika noqmTuk aBTOpU3anuu
C#
builder.Services.AddAuthorization(options =>

{

options.AddPolicy("RequireAdminRole", policy
policy.RequireRole("Admin™));

options.AddPolicy("CanManageUsers", policy =>

policy.RequireClaim(*Permission”, "ManageUsers"));

options.AddPolicy("AtLeast21", policy =>
policy.RequireAssertion(context =>

context.User.HasClaim(c => c.Type == "Age") &&

int.Parse(context.User.FindFirst(c => c.Type == "Age").Value) >= 21));

h;

ASP.NET Core Identity npencraBnser co0oii MOITHOE W THOKOE pEeIIeHUe IS
yIOpPABJICHUS TOJIb30BAaTENsIMU B BeO-mpriioxkeHusix. OHO oOecreuyuBaeT Bce
HEO0OXOIMMbIe (PYHKIMH ISl CO3/IaHUsI OE30MacHOW CUCTEMBbI ayTeHTU(PUKAIUU U
aBTOPHU3AIMU, IPHU 3TOM OCTABasCh JIOCTATOYHO THOKMM IS aJanTalud K

KOHKPETHBIM NOTPEOHOCTSIM BaIIero MPOEKTa.


http://asp.net/

Ncnons3oBanne ASP.NET Core Identity 3HaunTenbHO ynpoiaeT pa3paboTKy, TaK
KaK BaM HE HY)KHO CO37IaBaThb COOCTBEHHYIO CUCTEMY ayTeHTH(PUKAINK C HYJIS, a
JI0OCTaTOYHO HACTPOUTH CYIIECTBYIOIIEE PEIICHHUE MO/ CBOM TPEOOBAHUS.

[Ipu pa3paboTKe CEepbE3HBIX MPHIOKEHUN PEKOMEHAYETCA PACIIMPUTH 0a30BbIN
dbyukuonan Identity, g00aBMB Takue BO3MOXXHOCTH Kak MHOTO(haKTOpHas
ayTeHTHU(UKALKA, MOATBEPKACHUE SJICKTPOHHOW MOYTHI, MOAPOOHBIE KypHAIbI
BXOJIOB M OJIOKHUPOBKA aKKAyHTOB IPH MOJ03PUTEITHHON aKTUBHOCTH.

Heanr JsadopaTopHoii padoTa “YnpasieHue MoJ1b30BaTeJIAMMI
UH(GOPMALMOHHOM CHCTEMBI U MX ayTeHTU(PUKANMein”

N3yunuts ocHoBHbie npuHIUIBEl paboTel ASP.NET Core Identity u peanuszoBatb
cUCTeMy ayTeHTU(UKAIMU U aBTopu3aiuu B BeO-npmioxkeHnn ASP.NET Core.

3agaun
1. Hactpouts ASP.NET Core Identity B mpoekTe
2. Peann3oBaTh perucTpaiuio u ayTeHTU(PHUKAINIO TOJIb30BaTeNeH
3. HactpouTts ynpasieHne poiasiMi U MOJIMTUKAMU
4. 3amuTUTh pa3Aelibl IPUIOKEHHS C TOMOIIbIO aBTOPHU3aLUU
Teopernueckas 4acThb

ASP.NET Core ldentity - sTto cuctema uneHctBa, npegocrasistomas APl ms
YIPABJICHHUS TOJIb30BATEIISIMH, TAPOJISIMHU, POJISMH, TOKEHAMH, MOATBEPKICHUEM
email u MHoruMm gpyrum. bubGmmuoreka obecrneunBaeT Oe30macHOE XpaHEHHE
YUETHBIX AaHHBIX U uHTEerpupyetcs ¢ Entity Framework Core nnst pabotsl ¢ 6a3oii
JTAHHBIX.

OcHoBHbIe KOMIIOHEHTHI [dentity:
1. ldentityUser- npesicraBiser mob30BaTeIs
2. ldentityRole- npeacrasisier posib B cucTeMe
3. UserManager- ynpapisieT mojib30BaTelIsIMU
4. SignlnManager- o6pabaTbeiBaeT BXO/BBIXO/ MTOJIb30BATEICH
5. RoleManager- ympapiseT poiasiMu
[IpakTHueckas 4acThb
Yactse 1: Hactpoiika npoekra
1. Cosnaiite HoBbIM mpoekT ASP.NET Core MVC.

2. Jlo6aBpTe HE0OXOoaUMBIE TTakeThl NuGet:


http://asp.net/
http://asp.net/
http://asp.net/
http://asp.net/
http://asp.net/
http://asp.net/

3. Microsoft. AspNetCore.ldentity.EntityFrameworkCore

4. Microsoft.EntityFrameworkCore.SqlServer
Microsoft.EntityFrameworkCore.Tools

5. Cosnarite kmaccApplicationUser, maciemyrommiics otldentityUser:
C#
public class ApplicationUser : IdentityUser
{

public string FirstName { get; set; }

public string LastName { get; set; }

public DateTime RegistrationDate { get; set; }

6. Cosmaiite kinacc koHTekcTa maHHbIx ApplicationDbContext:
C#
public class ApplicationDbContext : IdentityDbContext<ApplicationUser>

{

public ApplicationDbContext(DbContextOptions<ApplicationDbContext>
options)

: base(options)

// MoxHO 106aBUTh nonosiHUTeNbHbIE DbSet niist qpyrux cymHocren

7. HactpoiiTe moakirodeHre kK 6a3e JaHHbIX Bappsettings.json:
JSON
{
"ConnectionStrings": {

"DefaultConnection:
"Server=(localdb)\\mssgllocaldb;Database=IdentityLab;Trusted Connection=True;
MultipleActiveResultSets=true"



8. 3apeructpupyiite cepBUCH B MeToie Program.cs:
C#
var builder = WebApplication.CreateBuilder(args);

/] JlobaBieHre KOHTEKCTA JaHHBIX

builder.Services.AddDbContext<ApplicationDbContext>(options =>

options.UseSqlServer(builder.Configuration.GetConnectionString(*'DefaultConnec
tion")));

I/ Hactpotika ldentity

builder.Services.Addldentity<ApplicationUser, IdentityRole>(options => {
options.Password.RequireDigit = true;
options.Password.RequiredLength = §;
options.Password.RequireNonAlphanumeric = false;
options.Password.RequireUppercase = true;

options.Password.RequireLowercase = true;

options.User.RequireUniqueEmail = true;

options.Lockout.DefaultLockoutTimeSpan = TimeSpan.FromMinutes(15);

options.Lockout.MaxFailed AccessAttempts = 5;

by
AddEntityFrameworkStores<ApplicationDbContext>()

AddDefaultTokenProviders();

Il Hactpotika cookies



builder.Services.ConfigureApplicationCookie(options => {
options.LoginPath = "/Account/Login";
options.AccessDeniedPath = "/Account/AccessDenied";
options.SlidingExpiration = true;
options.ExpireTimeSpan = TimeSpan.FromHours(1);

h;

/I 1o6aBnenne MVC
builder.Services.AddControllersWithViews();

var app = builder.Build();

// Middleware
app.UseHttpsRedirection();
app.UseStaticFiles();
app.UseRouting();

app.UseAuthentication();
app.UseAuthorization();

app.MapControllerRoute(
name: "default”,

pattern: "{controller=Home}/{action=Index}/{id?}");

app.Run();

9. CozpaiiTe 1 NPUMEHUTE MUTPALIUIO:
10.dotnet ef migrations add InitialCreate
dotnet ef database update

YacTtp 2: Peanu3anus peructpauuu 1 BXoJa B CUCTEMY



1. Co3pnaiiTe MOoJeIu IPEACTABICHUS I BXOJIa U PETUCTPAIUU:
C#
I/l Models/AccountViewModels/RegisterViewModel.cs
public class RegisterViewModel
{
[Required]
[Display(Name = "Nwms")]
public string FirstName { get; set; }

[Required]
[Display(Name = "®amumnms')]
public string LastName { get; set; }

[Required]

[Email Address]
[Display(Name = "Email™)]
public string Email { get; set; }

[Required]

[StringLength(100, MinimumLength = 8)]
[DataType(DataType.Password)]
[Display(Name = "Tlapois")]

public string Password { get; set; }

[DataType(DataType.Password)]
[Display(Name = "TloaTBepxnenue maposs')]

[Compare(*"Password"”, ErrorMessage = "Ilapoib M €ro MOATBEPXKICHHUE HE
coBmajaiot.")]

public string ConfirmPassword { get; set; }



I/ Models/AccountViewModels/LoginViewModel.cs
public class LoginViewModel
{

[Required]

[Email Address]

public string Email { get; set; }

[Required]
[DataType(DataType.Password)]
public string Password { get; set; }

[Display(Name = "3amomuuts Mens?"')]

public bool RememberMe { get; set; }

2. Cospaiite kouTposepAccountController.cs:
C#
using Microsoft. AspNetCore.ldentity;
using Microsoft.AspNetCore.Mvc;
using YourNamespace.Models.AccountViewModels;
using YourNamespace.Models;

using System.Threading.Tasks;

public class AccountController : Controller

{

private readonly UserManager<ApplicationUser> _userManager;

private readonly SigninManager<ApplicationUser> _signinManager;



public AccountController(
UserManager<ApplicationUser> userManager,

SigninManager<ApplicationUser> signinManager)

_userManager = userManager;

_signinManager = signinManager;

[HttpGet]
public IActionResult Register()
{

return View();

[HttpPost]
[ValidateAntiForgeryToken]
public async Task<IActionResult> Register(RegisterViewModel model)

{
if (ModelState.IsValid)

{

var user = new ApplicationUser
{
UserName = model.Email,
Email = model.Email,
FirstName = model.FirstName,
LastName = model.LastName,

RegistrationDate = DateTime.Now



var result = await _userManager.Create Async(user, model.Password);

if (result.Succeeded)

{

await _signinManager.SigninAsync(user, isPersistent: false);

return RedirectToAction("Index", "Home");

foreach (var error in result.Errors)

{
ModelState. AddModelError(string.Empty, error.Description);

}

return View(model);

[HttpGet]
public IActionResult Login()
{

return View();

[HttpPost]
[ValidateAntiForgeryToken]

public async Task<lActionResult> Login(LoginViewModel model, string
returnUrl = null)

{

ViewData["ReturnUrl"'] = returnUrl;



iIf (ModelState.IsValid)

{

true);

var result = await _signinManager.PasswordSignIinAsync(

model.Email, model.Password, model.RememberMe, lockoutOnFailure:

If (result.Succeeded)
{
if (!string.ISNullOrEmpty(returnUrl) && Url.IsLocalUrl(returnUrl))
return Redirect(returnUrl);
else

return RedirectToAction("Index", "Home");

if (result.IsLockedOut)
{

return RedirectToAction("Lockout™);

¥

else

{

ModelState. AddModelError(string.Empty, "Heepras nomnbiTka Bxonaa.");

return View(model);

return View(model);

[HttpPost]



[ValidateAntiForgeryToken]
public async Task<IActionResult> Logout()
{

await _signinManager.SignOutAsync();

return RedirectToAction("Index", "Home");

public IActionResult AccessDenied()
{

return View();

3. CosnaﬁTe MNpCACTAaBJICHUA OJIA BXOJAd U PCTUCTPALIUU:
Views/Account/Register.cshtml
HTML
@model RegisterViewModel

<h2>Peructpanus HoBoro noyb3oBarensi</h2>

<div class="row">
<div class="col-md-6">
<form asp-controller="Account" asp-action="Register" method="post">
<h4>Co3naiite HOBYIO y4eTHYI0 3amuch.</h4>
<hr />

<div asp-validation-summary="All" class="text-danger"></div>

<div class="form-group">
<label asp-for="FirstName"></label>

<input asp-for="FirstName" class="form-control" />



<span asp-validation-for="FirstName" class="text-danger"></span>

</div>

<div class="form-group">
<label asp-for="LastName"></label>
<input asp-for="LastName" class="form-control" />
<span asp-validation-for="LastName" class="text-danger"></span>

</div>

<div class="form-group">
<label asp-for="Email"'></label>
<input asp-for="Email" class="form-control" />
<span asp-validation-for="Email" class="text-danger"></span>

</div>

<div class="form-group">
<label asp-for="Password"></label>
<input asp-for="Password" class="form-control" />
<span asp-validation-for="Password" class="text-danger"></span>

</div>

<div class="form-group">
<label asp-for="ConfirmPassword"></label>
<input asp-for="ConfirmPassword" class="form-control" />

<span asp-validation-for="ConfirmPassword" class="text-
danger"></span>

</div>

<button type="submit" class="btn btn-primary">Peructpanus</button>



</form>
</div>
</div>
Views/Account/Login.cshtml
HTML
@model LoginViewModel

<h2>Bxox B cucremy</h2>

<div class="row">
<div class="col-md-6">
<form asp-controller="Account" asp-action="Login"
asp-route-returnUrl="@ViewData["ReturnUrl"]" method="post">
<h4>Hcnoap3yiiTe CBOIO YUETHYIO 3aITUCh /it Bxoaa.</h4>
<hr />

<div asp-validation-summary="All" class="text-danger"></div>

<div class="form-group">
<label asp-for="Email"'></label>
<input asp-for="Email" class="form-control" />
<span asp-validation-for="Email" class="text-danger"></span>

</div>

<div class="form-group">
<label asp-for="Password"></label>
<input asp-for="Password" class="form-control" />
<span asp-validation-for="Password" class="text-danger"></span>

</div>



<div class="form-group">
<div class="checkbox">
<label>
<input asp-for="RememberMe" />
@Html.DisplayNameFor(m => m.RememberMe)
</label>
</div>

</div>

<button type="submit" class="btn btn-primary">BoiiTu</button>
<p>

<a asp-action="Register">3aperucTpupoBarbcs KaK
NOJIb30BaTEIbh</a>

</p>
</form>
</div>
</div>
Yacte 3: Hactpolika posieil U HOJIUTHK
1. Co3spaiiTe KJ1acC MHUIIMAIA3ATOPA POJICH:
C#
public static class RoleslInitializer
{
public static async Task InitializeAsync(
IServiceProvider serviceProvider,

IConfiguration configuration)

var roleManager
serviceProvider.GetRequiredService<RoleManager<ldentityRole>>();

var userManager
serviceProvider.GetRequiredService<UserManager<ApplicationUser>>();

HOBBIU



/| Ponu

string[] roles = { "Admin", "Manager", "User" };

foreach (var role in roles)

{

if (await roleManager.RoleExistsAsync(role))

{

await roleManager.CreateAsync(new ldentityRole(role));

Il AnmuHHCTpaTOP
string adminEmail = configuration["AdminSettings:Email"];

string adminPassword = configuration["AdminSettings:Password"];

if (adminEmail == null || adminPassword == null)

{

throw new Exception("He ykasaHbl y4eTHbIC JaHHBIC aJIMUHHCTPATOpPa B

KOHpuryparuu");

}

if (await userManager.FindByEmailAsync(adminEmail) == null)

{

ApplicationUser admin = new ApplicationUser
{

Email = adminEmail,

UserName = adminEmail,

FirstName = "Admin",



LastName = "Admin",

RegistrationDate = DateTime.Now

}

var result = await userManager.CreateAsync(admin, adminPassword);

if (result.Succeeded)

{

await userManager.AddToRoleAsync(admin, "Admin");

2. JlobGaBbTe yUYCTHBIC JaHHbBIC aIMUHUCTpaTopa Bappsettings.json:
JSON
"AdminSettings": {
"Email": "admin@example.com",
"Password": "Admin123!"

}

3. Br3oBuTE MHUIIMANTM3ATOP TIPH 3aITyCKe MPpUIIokeHus: BProgram.cs:

C#
// TTocae app.Build()
using (var scope = app.Services.CreateScope())
{

var services = scope.ServiceProvider;

try

{

await RoleslInitializer.InitializeAsync(services, builder.Configuration);



catch (Exception ex)

{

var logger = services.GetRequiredService<lLogger<Program>>();

logger.LogError(ex, "IIpon3onuia ommoOKa Ipu HHATHAIA3AIAHA POJICH.");

4. Co3zpaiiTe KOHTPOJUIEP AJIsSl YIIPABICHHUS TI0JIb30BATEIISIMMU:
C#
[Authorize(Roles = "Admin")]
public class UserManagementController : Controller
{
private readonly UserManager<ApplicationUser> _userManager;

private readonly RoleManager<ldentityRole> roleManager;

public UserManagementController(
UserManager<ApplicationUser> userManager,

RoleManager<IdentityRole> roleManager)

_userManager = userManager;

_roleManager = roleManager;

public async Task<lActionResult> Index()

{

var users = _userManager.Users.ToL.ist();

var userViewModels = new List<UserViewModel>();

foreach (var user in users)

{



var roles = await _userManager.GetRolesAsync(user);

userViewModels.Add(new UserViewModel
{
Id = user.ld,
Email = user.Email,
FirstName = user.FirstName,
LastName = user.LastName,
RegistrationDate = user.RegistrationDate,

Roles = roles. ToList()

return View(userViewModels);

[HttpGet]
public async Task<lActionResult> Edit(string id)

{

var user = await _userManager.FindByldAsync(id);
if (user == null)

{

return NotFound();

var userRoles = await _userManager.GetRolesAsync(user);

var allRoles = _roleManager.Roles.Select(r => r.Name).ToL.ist();

var model = new EditUserViewModel



Id = user.ld,

Email = user.Email,

FirstName = user.FirstName,
LastName = user.LastName,
UserRoles = userRoles.ToList(),

AllRoles = allRoles

return View(model);

[HttpPost]
[ValidateAntiForgeryToken]

public async Task<lActionResult> Edit(EditUserViewModel model, string[]
selectedRoles)

{
if ('ModelState.IsValid)

{

return View(model);

var user = await _userManager.FindByldAsync(model.ld);
if (user == null)

{

return NotFound();

user.Email = model.Email;



user.UserName = model.Email;
user.FirstName = model.FirstName;

user.LastName = model.LastName;

var result = await _userManager.Update Async(user);
if ('result.Succeeded)

{

foreach (var error in result.Errors)

{
ModelState. AddModelError(*"", error.Description);

¥

return View(model);

/Il O6HOBICHUE poIeit
var userRoles = await _userManager.GetRolesAsync(user);

selectedRoles = selectedRoles ?? new string[] { };

/l'Y nanenue posnei

result = await _userManager.RemoveFromRolesAsync(user,
userRoles.Except(selectedRoles));

if ('result.Succeeded)

{

ModelState. AddModelError("", "He ynanoch yaaauTh TeKymue poiu");

return View(model);

// JobaBneHne HOBBIX poJien



result = await _userManager.AddToRolesAsync(user,
selectedRoles.Except(userRoles));

if ('result.Succeeded)
{
ModelState. AddModelError("", "He yaanocs 100aBUTh BEIOpaHHBIE POJIH');

return View(model);

return RedirectToAction("Index");

5. CosznaiiTe MOJIeNIH MIPEICTaBICHUS:
C#
public class UserViewModel
{
public string Id { get; set; }
public string Email { get; set; }
public string FirstName { get; set; }
public string LastName { get; set; }
public DateTime RegistrationDate { get; set; }
public List<string> Roles { get; set; }

public class EditUserViewModel

{
public string Id { get; set; }

[Required]
[Email Address]



public string Email { get; set; }

[Required]
public string FirstName { get; set; }

[Required]
public string LastName { get; set; }

public List<string> UserRoles { get; set; }
public List<string> AllRoles { get; set; }
¥
Yactse 4: 3ammra pa3aeiaoB TPUIOKEHHS
1. Co3spaiiTe 3alUIICHHBIN KOHTPOJLIEP:
C#
public class SecureController : Controller
{
[Authorize]
public IActionResult UserArea()
{

return View();

[Authorize(Roles = "Manager,Admin™)]
public IActionResult ManagerArea()

{

return View();

[Authorize(Roles = "Admin™)]



public IActionResult AdminArea()
{

return View();

2. CosznaiiTe mpocThie MPeACTaBICHUS IS TUX JICHCTBUIA.

3. O6noBute Layout.cshtml, 4ToObI MOKa3bIBATH pa3HbIC MEHIO B 3aBUCHMOCTH
OT POJIU TIOJIH30BATEIIS:

HTML

<nav class="navbar navbar-expand-sm navbar-toggleable-sm navbar-dark bg-dark
border-bottom box-shadow mb-3">

<div class="container">

<a class="navbar-brand"  asp-area=
action="Index">ldentity Lab</a>

asp-controller="Home"  asp-

<button class="navbar-toggler" type="button" data-toggle="collapse" data-
target=".navbar-collapse">

<span class="navbar-toggler-icon"></span>
</button>

<div class="navbar-collapse collapse d-sm-inline-flex justify-content-
between">

<ul class="navbar-nav flex-grow-1">
<li class="nav-item">

<a class="nav-link  text-light" asp-controller="Home" asp-
action="Index">I"naBuas</a>

</li>

@if (User.Identity.IsAuthenticated)
{
<li class="nav-item">

<a class="nav-link text-light" asp-controller="Secure" asp-
action="UserArea">JInunsiii kabuner</a>



</li>

@if (User.IsInRole("Manager") || User.IsInRole("Admin™))
{
<li class="nav-item">

<a class="nav-link text-light" asp-controller="Secure" asp-
action="ManagerArea">VYnpasicaue</a>

</li>

@if (User.IsInRole("Admin™))
{
<li class="nav-item">

<a class="nav-link text-light" asp-controller="Secure" asp-
action="AdminArea">A tMmuHHCTpUpOBaHNE</a>

</li>
<li class="nav-item'">

<a class="nav-link text-light" asp-controller="UserManagement"
asp-action="Index">ITons30Barenu</a>

</li>

}

</ul>

<partial name="_LoginPartial" />
</div>
</div>
</nav>

4. Cozpaitte yactuuHoe npenacrasieHue LoginPartial.cshtml:

HTML



@if (User.ldentity.IsAuthenticated)
{

<form  method="post"  asp-controller="Account
id="logoutForm" class="navbar-right">

<ul class="nav navbar-nav navbar-right">
<li class="nav-item">

<span class="nav-link
@User.ldentity.Name!</span>

</li>

<li class="nav-item'">

asp-action="Logout"

text-light">IIpuser,

<putton type="submit" class="btn btn-link navbar-btn nav-link text-

light">Bsritu</button>
</li>
</ul>
</form>

}

else

{

<ul class="nav navbar-nav navbar-right">

<li class="nav-item'">

<a  class="nav-link  text-light*  asp-controller="Account”  asp-

action="Register">Perucrpanusa</a>
</li>

<|i class="nav-item'">

<a  class="nav-link  text-light"  asp-controller="Account”  asp-

action="Login">Bxon</a>
</li>
</ul>

}

3agaHus 1l CAMOCTOSITENIbHON PaboThI
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PeanuzyiiTe (GyHKUHMIO MOATBEPKACHHS ajpeca 3JIEKTPOHHON MOYTHI MPHU
perucTpanuu.

Jlo6aBbTE BO3MOXHOCTH cOpoca mapoJis.

Peanusyiite uHTerpamyio ¢ BHEIIHUM IPOBalJEepOM ayTeHTU(DHUKAIIUH
(Google, Facebook).

Pa3paboTaiiTe cucTeMy yhpaBlICHHS I10Jb30BAaTCILCKHUMH IPETCH3UAMU
(claims) mmst 6osee THOKOM aBTOPHU3AIINH.

JloGaBbTe MOJIUTUKY, TPEOYIOIIYIO CIOXHBIM Mapoiib U JBYX(PAKTOPHYIO
ayTeHTU(UKALIUIO JJIsI aIMUHUCTPATOPOB.

Pedepar oTBeTOB HAa KOHTPOJIbHBIE BONPOCHI
Uro takoe ASP.NET Core Identity u kakue nmpobyieMbl OHa periaeT?
OOBsICHUTE pa3inuue MEXAy ayTeHTHU(UKAIIMEH U aBTOPU3ALIUEH.
Kakue kommoneHTsl BXoasaT B coctaB ASP.NET Core Identity?

Kak 3amuTuTh onpeneneHHbld y9acTOK MPUIIOKEHUS (KOHTPOJUIEp WJIH €To
MeTo1)?

B uem paznuna mexnay Claims u Roles B koHTekcTe aBTOpHr3aun?
Kak pabortaet xpanenue naposeii B ASP.NET Core Identity?
Uro Ttakoe monutuku (Policies) 1 kak UX UCTIOJIB30BATh JJIsi aBTOPHU3AIN ?

Kaxk I[06aBI/ITB IMOJIb30BATCIIbCKUEC JAaHHBIC B CTAHAAPTHYHO MOJCIb
IdentityUser?


http://asp.net/
http://asp.net/
http://asp.net/

